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DETAILED ACTION 

1. Claims 16-27 have been examined. 

Information Disclosure Statement 

2. The information disclosure statements (IDS) submitted to date is being considered 
by the examiner. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 16-27 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Marshall et al. U.S. Pat. No. 4933969 (hereinafter Marshall). 

5. As per claim 16, Marshall discloses a data processing device for playing back a 
digital work recorded on a recording medium having also recorded (i) a plurality of 
record digest values generated from a plurality of data blocks constituting the digital 
work (Marshall: column 2 lines 27-30: plurality of MACs) and (ii) record signature data 
generated by applying with use of a signature key, a signature generating algorithm to a 
first combination made of some or all of the plurality of record digest values (Marshall: 
column 2 lines 29-30), comprising: 
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a verification key storing unit storing a verification key corresponding to the 
signature key (Marshall: column 2 lines 52-54: key); 

a using unit operable to play back the digital work (Marshall: column 1 lines 66 - 
column 2 line 5 : protect digital data); 

a selecting unit operable to calculate a plurality of calculation digest values from 
the selected data blocks (Marshall: column 2 lines 30-45); 

a calculating unit operable to calculate a plurality of calculation digest values 
from the selected blocks (Marshall: column 2 lines 31-35); 

a reading unit operable to read remaining record digest values corresponding to 
unselected data blocks from among the plurality of record digest values (Marshall: 
column 2 lines 47-55); 

a generating unit operable to generate a second combination based on calculation 
digest values and the remaining record digest values, the second combination being the 
same as data which is generated from the first combination by replacing record digest 
values corresponding to the selected data blocks with corresponding calculation digest 
values (Marshall: column 2 lines 54-57: generate MACs for potentially changed or 
modified data for comparison); 

a signature verifying unit operable to perform a signature verification by applying, 
with use of the verification key, a signature verification algorithm to the second 
combination and the record signature data (Marshall: column 2 lines 47-60: generate 
MACs for comparison); 



Application/Control Number: 1 0/593,56 1 Page 4 

Art Unit: 2131 

a use controlling unit operable to protect the digital work when the signature 
verification is unsuccessful (Marshall: column 1 line 68 - column 2 lines 5: protect 
digital data). 

Marshall does not explicitly disclose a use controlling unit operable to stop the 
using unit from playing back the digital work when the signature verification is 
unsuccessful. However, it would have been obvious to one having ordinary skill in the art 
to apply the signature verification method disclosed by Marshall to protect and 
authenticate data including, but not limited to, playback of digital content. 

6. As per claim 2, Marshall discloses the data processing device of claim 16. 
Marshall further discloses 

the plurality of record digest values include a plurality of primary record digest 
values, each of which is generated for one of the plurality of data blocks (Marshall: 
column 2 lines 28-30: individual MACs for messages), and a plurality of secondary 
record digest values generated from two or more of the plurality of primary record digest 
values (Marshall: column 2 lines 30-46: MACs of blocks), and the record signature data 
is generated by applying, with use of the signature key, the signature generating 
algorithm to the first combination made of some or all of the plurality of secondary 
record digest values (Marshall: column 2 lines 30-46: the global MAC generated based 
on hierarchical structure of data), 

the reading unit reads, from the recording medium, the plurality of secondary 
record digest values and the remaining record digest values from among the plurality of 
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primary record digest values (Marshall: column 2 lines 47-60: detect changes to the 
stored information), and 

the generating unit includes: 

a calculating subunit operable to calculate one or more secondary calculation 
digest values based on the calculation digest values and the remaining record digest 
values (Marshall: column 2 lines 36-45); 

a combining subunit operable to generate the second combination based on the 
plurality of secondary record digest values and the one or more secondary calculation 
digest values, the second combination being the same as data which is generated from the 
first combination by replacing record digest values corresponding to the selected data 
blocks with corresponding calculation digest values (Marshall: column 2 lines 36-45: the 
hierarchical structure allows MACs to be generated based on different combination of 
data units). 

7. As per claim 18, Marshall discloses the data processing device of claim 17. 
Marshall further discloses wherein 

the digital work includes a plurality of files, each of which corresponds to one of 
the plurality of secondary record digest values and is constituted by two or more of the 
plurality of data blocks (Marshall: column 2 lines 30-45: division of data into units and 
subunits); 

each of the plurality of secondary record digest values is generated by using 
primary record digest values corresponding to one-to-one with the two or more of the 
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plurality of data blocks constituting a file corresponding to the secondary record digest 
value (Marshall: column 2 lines 36-45); 

the calculating subunit calculates a secondary calculation digest value, with 
respect to each file including at least one of the selected data blocks, by using primary 
record digest values corresponding to the at least one of the selected data blocks 
(Marshall: column 2 lines 36-45: higher level MACs are generated from lower level 
MACs); 

the reading unit reads, with respect to each file including none of the selected data 
blocks, a secondary record digest value corresponding to the file, and the combining unit 
subunit generates the second combination by combining the calculated secondary 
calculation digest values and the read secondary record digest values (Marshall: column 2 
lines 44-46). 

8. As per claim 19, Marshall discloses the data processing device of claim 18. 
Marshall further discloses wherein 

the plurality of record digest values are hash values each generated by a hash 
function (Marshall: column 2 lines 3-5: MAC), 

the calculating unit applies the hash function to each of the selected data blocks in 
order to calculate hash values which are the calculation digest values (Marshall: column 2 
lines 30-45); 

the calculating subunit applies the hash function to the primary record digest 
values corresponding to the unselected data blocks and the calculation digest values in 



Application/Control Number: 10/593,561 Page 7 

Art Unit: 2131 

order to calculate hash values which are the secondary calculation digest values 
(Marshall: column 2 lines 30-45: the higher level MACs). 

9. As per claim 20, Marshall discloses the data processing device of claim 18. 
Marshall discloses method of protecting data and authenticating data based on digital 
signatures (Marshall: column 1 line 67 - column 2 line 5). Marshall does not explicitly 
disclose a warning display unit operable to display, when the digital signature work is 
judged as not being valid, a notice of invalidity of the digital work. However, it would 
have been obvious to one having ordinary skill in the art would understand data 
protection includes, but not limited to, controlling access based on digital signature data 
and display error message is access is denied because data protection using digital rights 
information is well known in the art and Marshall discloses using the MACs for the 
purpose of data protection and authentication. 

10. As per claim 21, Marshall discloses the data processing device of claim 16. 
Marshall further discloses a second verifying unit operable to perform a signature 
verification by applying, with use of a verification key, a signature verification algorithm 
to the digital work, the area information, and the signature data (Marshall: column 2 lines 
47-60). Marshall does not explicitly disclose the conventional digital rights management 
scheme in which access control information that includes areas permitted and the steps 
taken to protect playback of digital data. However, the primary access control step of this 
application is to rely on the signature verification method, which is disclosed by 
Marshall. Therefore, it would have been obvious to one having ordinary skill in the art to 
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incorporate the traditional digital rights management method in addition to the signature 
verification method because it is well known approach and it provides additional security 
measure to protect data. 

11. As per claim 22, Marshall discloses the data processing device of claim 16. 
Marshall further discloses wherein 

the selecting unit, the calculating unit, the reading unit and the signature verifying 
unit are assembled together in a single large scale integration (Marshall: column 4 lines 
60-69: the security module). 

12. As per claim 23, Marshall discloses the data processing device of claim 16. 
Marshall further discloses 

wherein the reading unit reads record digest values corresponding to the selected 
data blocks from the recording medium (Marshall: column 22 lines 61-65: MACs are 
stored in directory), and 

the data processing device further comprising: 

a digest value verifying unit operable to make a judgment whether the plurality of 
record digest values recorded on the recording medium match calculation digest values 
(Marshall: column 2 lines 48-60); and 

a third use controlling unit operable to stop the using unit from playing back the 
digital work when the judgment is affirmative (Marshall: column 1 line 67 - column 2 
line 5: protect data and provide authentication). 
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13. As per claim 24, Marshall discloses a recording medium used with the data 
processing device of claim 16, having (i) having recorded thereon: 

a digital work (Marshall: column 1 line 67 - column 2 line 1 : the digital data); 

a plurality of record digest values generated from a plurality of data blocks 
constituting the digital work (Marshall: column 2 lines 30-45); and 

record signature data generated based on the plurality of record digest values 
(Marshall: column 2 lines 30-45); and 

(ii) applying to the data processing device the digital work, the plurality of record 
digest values, and the record signature data (Marshall: column 2 lines 30-45: the data, the 
individual MACs and global MAC). 

14. As per claim 25-27, claims 25-27 encompass the same scope as claims 16-24. 
Therefore, claims 25-27 are rejected based on the same reason set forth above in rejecting 
claim 25-27. 

Conclusion 

15. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Ram et al. U.S. Pub. No. 20050086241 discloses method for personal data 
management using MAC to detect changes to data. 

Howard et al. U.S. Pat. No. 6629198 discloses generate hash value for files to 
determine whether file has been modified based on the hash value. 



Application/Control Number: 1 0/593,56 1 Page 1 0 

Art Unit: 2131 

Livschitz U.S. Pat. No. 6470329 discloses one-way hash function for distributed 
data synchronization that determines changes made to files. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SHIN-HON CHEN whose telephone number is (571)272- 
3789. The examiner can normally be reached on Monday through Friday 8:30am to 
5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Examiner 
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